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Abstract— application-assisted approaches can benefit framuse of
There are two broad categories of approaches usedorf  incremental checkpoints.
checkpointing:  application-transparent and  applicaion- Virtualization technology is being widely adoptes a

assisted. Typically, application-assisted approackeprovide a  means for server consolidation. Most applicationveses
more flexible and light-weight mechanism but requie changes deployed under Vvirtualized environments need high
to the application. Although most applications runwell under availability, so that they can provide 24x7 servioetheir
virtualization (e.g. Xen which is being adopted widly), the geographically diverse set of clients. The work replica
addition of application-assisted checkpointing - usd for high coordination techniques by Bresso[iB] was one of the
availability - causes performance problems. This islue to }he first to propose high availability under virtualicen.
?ggﬂ%ﬁ%scﬁn dkgyvirs{ﬁj?zn;ti;r?us used by the checkpany Virtualization platforms like KVM[14], VMware vSphere
' [15] and Xen[16], provide mechanisms like snapshots and
To overcome this, we introduce the notion ofhypervisor-  live migration [17], for achieving high availability under
assisted application checkpointing with no changeesthe guest failure conditions. The work by Wang et §l8] proposes
operating system We present the design and a Xen-based checkpointing of virtual machines using a speciaippse
implementation of our family of application checkpanting checkpointing VM. Remus[19] and Kemari[20] are
techniques. Our experiments show performance imprements examples of application-transparent incremental
of 4x to 13x in the primitives used for supportinghigh  checkpointing frameworks in the Xen environment.tfBo
availability compared to purely user-level approacles. techniques periodically copy the disk and memoatesof
Keywords - virtualization; hypervisor; Xen; checkimiing;  the virtualized OS and the applications to a backygtem.
high-availabiliy Since each checkpoint copies the entire changeel stahe
virtual machine, the data processing and migratierheads
can be significantly high, especially for applicais that
i ) need high performance and have a limited datahsettihey
Checkpoint/restart is one of the standard mechanfem need for recovery. Our work targets such applicatiand
achieving high availability in long running compWi  focuses on application-assisted incremental chéntipg
systems[1]. The state of the application and/or the OS iStechniques.
either stored locally or carried over the netwarkatbackup On the face of it, application-assisted checkpaiats run
machine for future recovery. There has been extensi ynchanged on virtualized platforms. While this is
research in the area of checkpointing in the lastdecades fynctionally true, we have observed that theresgaificant
[2][3][4][5][6][7][8][9]. Libckp [2], libckpt [3], Condor  performance penalty arising from the inherent reatof
checkpointing [5], are some of the initial systems that yjrtyalization implementation. Understanding andigating
incorporated libraries for automated checkpointing. this issue is the main focus of our effothcremental
~ Research literature classifies checkpointing apgres checkpoints are usually implemented using a pagi-fa
into two main categories — (a) application-tranepar phased mechanism. Pages dirtied since the last pbietiare
checkpointd1][2][3], where the application does not need totracked by making them read-only and having the
be modified or be aware of the checkpoints hapgerand  application/OS fault when data is written to thpsgeg21].
(b) application-assisted checkpoinfs0][11], where the ysyally in native environments, implementation of
application defines the data to be checkpointed @mees  incremental checkpoints is very efficient. Howevén,
the checkpoints. The application-transparent appes yjrtualized environments, due to the overheadstedldo
have the benefit of not requiring changes to theliegtion.  trapping multiple times to the hypervisor, the ptives used
On the other hand, they have to checkpoidt the {5 jmplement the page fault mechanism become very
application state and incur higher performance lw@ds. expensive. (This is explained later in SectioR.) Our work
Although the application-assisted ~approaches — requirn this paper is targeted to address this overseatat these
changes to the application, they are usually mdiieient  primitives can be implemented efficiently  under
since they can accurately de:termlne the checkpmetand jrtyalization, thereby  enabling  application-assist
frequency based on application demandscremental  checkpointing techniques to retain their high penfance.
checkpoints[3][12] are one way to reduce checkpoint | this paper, we introduce a new modeypervisor-
overheads. As the name suggests, instead of wheteony  assisted application checkpointing.In our model, the
checkpoints, only differences from the previoustestare  nhypervisor of the virtualization platform providesficient
checkpointed. Both the application-transparent  anghrimitives that assist applications to track pametfbehavior.
We also introduce a novel mechanism for applicationuse

l. INTRODUCTION



operation, checkpoint cycle is terminated to copgrathe
modified pages to the backup.
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these hypervisor-provided primitives. Rather thia@ tisual
method of only allowing a guest operating systenuse
hypervisor services, we enable an application noinside
the guest OS to invoke these primitives in the hyiger
directly and securelywithout any changes to the guest
operating systemThis allows for better code maintenance
and easier deployment, since the underlying opeyati
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system in which the checkpointed application is ol
does not need to be changed to use our technigpasBing
the operating system for specific features the hyper
provides, and doing so securely is novel even fitun
virtualization standpoint and is motivated by apgtion-
assisted checkpointing.

We present a family of techniques that use our
their

hypervisor-assistance  paradigm and describe
implementation in the Xen virtualization platforive have
conducted detailed experiments including microberanik
studies and performance results for basic datectstes
operations used in standard application transacti@ur
experimental results demonstrate a significantgoerénce
improvement: specifically, a 4x-13x boost in penfiance in
the page fault primitives that lie at the heartapplication
checkpointing techniques.

The rest of the paper is organized as follows. iGedt
introduces some basic concepts in application grenkng
and virtualization and motivates the performanabl@m of
checkpointing under virtualization. In Sectioll, we
introduce our model of hypervisor-assisted cheakjrg, its
key features, and implementation challenges. Sedtb
discusses our family of checkpointing approachesti@V
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Figure 1: Checkpoint and recovery

Application-assisted checkpointing approaches lisual
define a simple APl which provides the applicatitire
functionality to declare a critical data area (CCeld define
the start/end of a transaction or checkpoint cyEbdsting
code can be modified to use these primitives tandef
checkpointed data and also the transaction bolexiari

B. Incremental Checkpointing

Incremental  checkpoint minimizes checkpointing
overhead by synchronizing just the pages that werdified
after the last checkpoint. page-fault based mechaniss
typically used to determine the modified (dirty) gea
[3][12][21]. At the beginning of a checkpoint cycle, all

explores the performance of our approaches usingages that are part of the CDA are write-protebtedsing a
microbenchmarks. In Sectiovil, we use a workload-based memory protection command (e.g. therotectsystem call).

evaluation using data structure operations to stody
techniques and conclude in Sectidih

[I.  CHECKPOINTING AND VIRTUALIZATION

When the application tries to modify a write-prdéstpage,
a protection violation signal is generated. Thgnal can be
trapped by a signal handler. The signal handlers dtié
address of the faulting page to the list of changgges and

In this section, we provide a brief background ofremoves the write protection from the page (e.gabgther

checkpointing and virtualization and outline theurse of
performance  degradation of checkpointing
virtualization.

A. Application-Assisted Checkpointing

In application-assisted checkpointing techniqudse t

application usually defines memory areas that neetie
checkpointed for recovery. We call these segmehtthe
memory as theritical data area(CDA). At the end of a
checkpoint cycle, the CDA is saved to disk or syonoized
to the backup CDA in an atomic operation. In ailan-
assisted checkpointing, it is the application’poesibility to
determine the checkpoint cycle, i.e., the start emdl of the
checkpoint. Usually, an application transactioredizertain
operations or groups of operations on the criticah area by
invoking checkpoint begin and end calls at transact
boundaries. This results in either all or noneha&f thanges
within a transaction being carried over to the lgck

call to mprotect) so that the application can pedceith the

undefwrite. At the end of the checkpoint cycle, the é$tchanged

pages contains all the pages that were modifiedhis
checkpoint cycle. The program can then be paused
momentarily to save the contents of the changeégayve

call this technique apage-tracking (PT) basedsince it
tracks changes at the page-level granularity.

Existing page-tracking techniques can use an opditiain of
difference computatioto detect the changes within the page
and then save only the modified words to the bacKinis
trades compute overhead for data reduction.

C. Platform Virtualization with Xen

Server consolidation to reduce cost, space and ipoage
been a driving force behind the success of platform
virtualization. Virtualization allows multiple segrs to run
on the same physical hardware without interferiritty wach
other. A thin layer called hypervisor or Virtualaghine

Figure 1 shows how high availability is achieved byponitor (VMM) runs on top of the hardware and paes

checkpointing data structures at transaction baugslaln
this example, each list operation in the figuréréated as a
transaction by the application. At the completidritee list

virtual hardware interfaces to the VMs.



In the case of Xen (see Figure 2), the hypervigdiN])
runs at the highest privilege level and controts ltlardware.
Virtual machine instances are also calnainsin Xen. A
privileged domain called Dom0 and other non-priydd
guest domains called DomU run above the hypenliiseran
application runs on an OS. Dom0 is a managemen@aaiom
that is privileged by Xen to directly access thediasare and
it manages the initiation/termination of other damsa

DomuU

(Frontend
Driver)

DomU

(Frontend
Driver)

DomU

(Frontend
Driver)

——

DomO

(Backend driver)

Event channel

Xen Hypervisor

l I Physical interrupt

Hardware (CPU, Memory, Devices)

Figure 2: Virtualization with Xen

The hypervisor virtualizes physical resources sash
CPUs and memory for the guest domains. Most ohtie
privileged instructions can be executed by the pdesains
natively without the intervention of the hypervisbiowever,
privileged instructions will generate a trap intdet
hypervisor. The hypervisor validates the request alows
it to continue. This makes certain operations sastpage
table manipulation especially expensive in virtzed
environments. The guest domain can alsohygercallsto
invoke functions in the hypervisor. For this, tipgest OS
needs to be ported to use the functionality arglgbiting is
called para-virtualization Xen provides a delegation
approach for 1/0O via a split device driver modelendn each
I/O device driver called thbackenddriver runs in Domo.
The DomU has &ontenddriver that communicates with the
backend driver vigvent channeland shared memory.

D. Performance Overhead of Checkpointing under
Virtualization

system call goes into kernel space and issued toagpdate
the page table. The page table update invokes ertgipto
trigger a translation look-aside buffer (TLB) fluslecause
TLB must be flushed to be synchronized with theeptaiple

A hypercall is neededsince the privileged page table
operations can only be done in the context of fheehvisor
The increased number of context switches betweeneke
space and the hypervisor and the added overhead of
scheduling each of these in the virtual environmerdkes
the whole cycle very expensive.
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Figure 3: Page fault handling on a write operatiorto a
protected page

Understanding this overhead and its impact
checkpointing is one contribution of our work. Wewn
delve into our approaches for solving this issue.

on

. HYPERVISORASSISTEDCHECKPOINTING

To tackle the significant overhead of page probecti
system calls in virtual environments, we introduecenew
model of checkpointing:hypervisor-assisted application
checkpointingThe model has two key aspects: (i) support in
the hypervisor to speed up certain operationsarakey to
checkpointing, and (i) a new model of application-
hypervisor interaction motivated by our checkpaigti
application. An important aspect of the model is it
practicality and its feasibility of implementatiofo that end,
along with the model we present details of howah de
implemented in a sample open-source virtualizagpiatform

A quick experiment of the performance of page(namely, Xen). Specific checkpointing techniqueat thse

protection in native vs. virtualized environmeriisth at the
user level, shows that one page protection cadidifipally,
mprotect() calls under Xen) approximately 4 times slower
under virtualization To understand why there is this
enormous overhead, we need to look under the hbbdwe
the relevant system calls operate under virtuatinat

During the checkpoint interval, each time the aggtlon
writes to a write-protected page, it receives aeplaglt that
traps into the signal handler. Figure 3 shows hosvgage-
fault is handled in native and virtual environmelike Xen.
Unlike the native environment, under virtualizatidinis call
is trapped to the hypervisor. The signal handkuéds a page
protection call to unprotect the page. This pag&eution

this model are discussed later in Sectién

A. Checkpointing Support in the Hypervisor

The first aspect (namely, support in the hyperyisor
involves changes to the hypervisor to provide pimes that
can track pages changed in a transaction. Thesgtipéas
provide the ability for the caller to inform the gervisor
about (i) the memory associated with the criticaladarea,
and (ii) the start and end of a transaction. Imgletimg these
APIs can be considered similar to making an ioct()
system call to the hypervisor and the relevant datg.,
identity of the critical data area) is passed gsi@ents.

At a high level, the hypervisor implements techeig|tio
track the changes in the critical data area withiransaction



and provide the caller with these changes at tlieafrthe  unmodified guest OS. In this model, the applicatiinectly
transaction. However, there are interesting desigd  talks to the hypervisor bypassing the guest OSs fodel
implementation issues in how this is tackled by theof communication is also novel from a virtualizatio
hypervisor and we elaborate on these below. perspective.

One key issue is that the hypervisor must be abtevér- There are a few ways in which the model can be
ride the application page fault handling mechansothat it implemented. Regular system calls and hypercadis fthe
can tackle it in the hypervisor. This is relativedimple, guest operating system are traditionally implemeritex86
given the higher privilege level at which the hypsor  architectures via an interrupt vector with value8® and
operates. In particular, a new page fault handferthe 0x82 respectively. We have implemented the user-to-
hypervisor checks if a fault is within the criticdhta area hypervisor call through an additional interrupt tee®x84 as
registered with it and, if so, handles the fauldl aeturns a  shown below.
success so execution can proceed normally in thkcapon.

A second related design issueviat to do in the fault

handler.One possible approach is to track the identitthef Traditional -_
faulted page, which is a hypervisor-assisted copate to Approach |
the PT approach from Sectioh.B and is elaborated on in 0x80: |
SectionlV.A. However, our architecture is general enough t syscall | |

allow the fault handling logic to be pluggable. Jillows oxg2: | ¥ Guest 0s
for interesting new techniques supported by ouagigm Hypercal

and they are described in Sectldh

Another design issue is process identification,cesin
isolation is a key feature of virtualization thatish continue
to be supported. While this also appears to beghtra Hardware (CPU, Memory, Devices
forward, in practice it is not trivial. The curtgnrunning
process isiot visibleto the hypervisor. However, there is an
interesting technique based on address space ch e ) i
the addregss spacqe is used to infer the idepntimmb?ggss For security purposes, only a set of pre-definepensalls
and this is discussed in more detail below in sciimeD. are allowed to use the Ox84 interrupt vector. Aiddally,

Hypervisors are designed to have a low footpritea@y, these hypercalls are only allowed to work in thecgss
storage of too much information within the hypeovis SPace of the calling process, thereby creatingval lef
context is undesirable. The bulk of the storage dor  ISolation essential for security. (Isolation is ahed using
techniques involves tracking and maintaining thanged ~the téchniques in subsectibn)
data through the checkpoint cycle. In our architextthe There are alternative —approaches. For example,
caller allocates spacéor storing this information, and the communication between the application and the hyper

hypervisor directly writes to that area. This obeiathe need could be done through a shared memory that is

Xen Hypervisor

Figure 4: User-to-Hypervisor Call

for maintaining this information within the hypeso. communicated by the application to the hyperviseodgh a
o _ _ privileged domain like DomO in Xen. For brevity, We not
B. Application-Hypervisor Interaction elaborate on these alternative approaches.

In our discussion above in subsectidbnwe deliberately
avoided the issue of how the primitives provided thg ) . . . "
hypervisor are invoked by the application. Thisiisrucial It is possible that administrators would like tmi the
aspect of our technique and we elaborate on thatvbe application instances that can invoke the hypenassisted

A hypercallis a software trap from a guest OS to theCheckpointing primitives. Au_thorlzatlon c_>f valid ;aip:at!ons
hypervisor, just as a syscall is a software trapnfran Ccan be done by using a policy module in Dom0. Thieae
application to the kernel. Guest domains use hyierco  thiS, the application inside the guest domain can b

P ; ; ; isioned with a key, and this key can be used to
request privileged operations like updating theeptdples.  Provisioned y, a . Y s
Traditionally hypercalls are only possible from iites the authenticate it to the hypervisor via a privilegkmain like

guest operating system. Applications are not altbwe DPOmO- The application can initiate the processavigetwork
invoke hypercalls directly. The traditional approagould, ~connection to DomoO. The privileged domain Dom0 can
therefore, create corresponding system calls inghest Provide the mechanisms for registering the appdoaand
operating system that will be invoked by the agplan, SSUing any required shared tokens. Once the @joiic is
which would then translate to our checkpointing dgalls, ~ registered with Domo, it is allowed to invoke thgpércalls
Although potential performance benefits may stllrbalized ~ directly.
by this implementation, there is a deployment issuep. |mplementation: Process tracking
Changing the guest operating system for each deoy
supported by the application is non-trivial.

To tackle this issue, we introduce the concepsemfure
direct hypervisor calls from the applicatioifhis is useful
when a guest domain needs to be deployed using

C. Access Control

As discussed earlier, a user space process irutdst @S
is allowed to make hypercalls to invoke functiotyadlirectly
in the hypervisor. For security and functionali§en needs
éﬂ uniquely identify the user process when it males



hypercall. This requires guest process trackingtte  within the hypervisor is invoked. This in turn pute page
hypervisor-level. in the modified page list and unprotects the page.
In Linux, each process has a unique address spate a

our technique uses this for identifying the proosihkin the User

hypervisor[22][23]. Our technique is based on the fact that 0s

the address space change is visible to the hypervis Hypervisor |-~~~ ~ - - Page ~ |
although a guest process or a task is not. For pbearon ! unprotect |
x86 architectures, a new value being loaded ontor3a ! i
register (page directory) indicates loading of  ragldress y Padgefau = migfush |
space and this action is done by the hypervisoreinvhe

guest installs a new value into the cr3 registem Xalidates Figure 5: Page fault handling with PTxen

this entry. This indicates the creation of a newsjyprocess

to the hypervisor. Similarly, when the guest prsces Figyre 5 shows the operation of PTxen. As seerhén t
terminates, its address space is torn down_anoages are figure, the page-fault is trapped by the hypervisord
unmarked and returned to the guest operating syStimis  gperated on in that layer, instead of propagatinty ithe
also tracked by the hypervisor. In practice, thisipge  yser-space application. The simple call flow eliates a
method works wel[22][23] for tracking the identity of a numper of overheads associated with a single wyitzation.
user-space process. As compared to the call flow in Figure 3(b), themasous
context switches between user-space, guest OS fmnd t
IV. OUR APPROACHES hypervisor (as experienced in the standard PT case)
In this section, we introduce our incrementaleliminated. These are replaced by the majority afkwbeing
checkpointing approaches. In addition to hypervassisted done in the hypervisor, thereby reducing the cdrgestch
page-tracking based approach (PTxen), we alsodut@a and scheduling overhead and multiple calls to page
new concept of emulation-based approaches. Emmatio protection by the application. Additionally, in cparison to
based approaches for checkpointing have not beeliedtin  Figure 3(a), we see that the hypervisor-assistedeingoes
earlier literature and both hypervisor-assisted(fiken) and  page protectiomt a lower layer(hypervisor) than the native
user-level (Emul) emulation techniques are intreduio this  case (application layer) allowing for the possipilihat its
paper. Additionally, motivated by live migrationctaniques  performance can beven bettethan native performance.
in Xen [17], we present a page-table scanning based PTxen can work in parallel with other techniqueee li
approach that we call Scanxen. live migration [17]. Since both pieces of code are
Table 1 below gives a high-level categorizationoof  implemented in the hypervisor and override the ptzget
approaches and existing approaches (prior workaiits).  handler, they can be combined to coexist in theshygor.
Hypervisor-assisted approaches implement most efr th

functionality in the hypervisor while user-spacemmches B: Emulation-based: Emul

do so in pure user space. Scan-based approachesuile The page-tracking approach discussed above dett wi
support from the hypervisor and do not have anwedemt changes at the granularity of pages. An emulatased
implementation in user-space. technique deals with changes being maintainedeatwibrd-

level granularity.
Page-tracking Emulation- Scan-based At a high level, emulation-based approaches alpermt
based based on a page-fault mechanism for tracking changes.eCmc

PL’srpeaLéZer Page-tracking (PT) Emul page-fault is detected they operate at the gratwlaf a
Fypervisor- BTxen Emuien Scanxen Wor(_j. _They write-protect the critical Qata area_the
assisted beginning. A separate unprotected mapping (e.grmvigg

is maintained for the CDA. When the applicationtesito
the protected area, the system generates a pootecti
violation which is then communicated to the appioma
A. Page-tracking based hypervisor-assisted: PTxen Within the signal handler, the application detetis word

PTxen is a page-tracking based approach similango that is written to, makes a copy of the changedivesrd then
PT technique presented in SectiiB, but implemented Writes to the critical data area using the alternaBpping
mosﬂy inside the hypervisor_ At the beginning’ whilhe W|th0ut unpl’ote_Ctlng the pagh‘l X86_al’ChIte_Ctures, the Wr|te
application declares its critical data area, theenyisor IS emulated using the x86 ‘MOV" instruction so ttiata is
installs the address ranges for the critical datman an Written one-word at a time. At the end of the dpeint
internal data structure. At the start of each cheirkt cycle,  cycle, the application has a list of all the chahgerds and
the hypervisor write-protects all the pages indtitcal data  ¢an use this list to build a checkpoint. Since lise is
area for the application. The hypervisor also ddes the Maintained at the word level, only the data that teally
standard page-fault handler to trap any writeshiopgages. Dbeen modified needs to be migrated to the backgyeby
When the application writes to a page, the pagk famdler ~ saving bandwidth and compute power.

Table 1: Categorization of checkpoint approaches



C. Emulation-based hypervisor-assisted: Emulxen

Four key parameters were used to parameterize the

Emulxen is the hypervisor-assisted version of the?@nchmarks:

emulation approach discussed above in SubseBticdthen
the application declares its critical data aree, liipervisor
write-protects all the pages in the critical datsaa Similar to
the PTxen case, the hypervisor overwrites the fag#
handler to trap all page faults locally. When tipplecation
writes to the critical data area, the system ge¢asra page-
fault which is trapped by the page-fault handler tie
hypervisor. The page fault handler notes the addaned the
value of the dirty words and records them in a dwff
provided by the application. It then emulates thitewas

with Emul. At the end of the checkpoint cycle, the

hypervisor has the full list of changed words amel values
of the changed words in the buffer in applicatipace.

D. Scan-based hypervisor-assisted: Scanxen
The scan-based approach is motivated by live mayrat

in Xen [17]. Instead of protecting and unprotecting page

explicitly, the technique is based on scanning piadpe’s
dirty bits to obtain a list of modified pages. Whéme
application declares its critical data areas, tlgpehvisor
keeps the critical data areas in its list of patgedrack.
Whenever the application writes to a page, the virarel
tracks the write by setting the dirty bit in thegpatable.
However, in normal systems, the dirty bit wouldrbeet as
soon as the page is swapped to disk. Xen suppbets

concept ofshadow-page tablewhere the guest OS uses a5

copy of the page tables that is independent oh#reware
page tables. Xen propagates the changes made sbatew

page tables to the hardware page tables and vicsa.ve

Scanxen uses the dirty bits in the shadow-pagegabltrack
the modified pages. (In contrast, PT-based and &iou}t
based do not rely on shadow-page tables, but niititair
own dirty pages.) At the end of the checkpoint eycl
Scanxen parses the guest OS shadow page tabletoohe
the set of dirty bits in the critical data area forgiven
application. It builds a list of changed pages frthis and
passes it to the application. For performance regsa our
implementation, we did not use the “log dirty bfticility
from Xen live migration for maintaining the dirtyitg but
constructed them directly from the shadow pageetabl

Note that for each checkpoint cycle, Scanxen hagtk
through the guest OS page table and access gliathes in
the critical data area. The cost of Scanxen dependthe
size of the critical data area, and not on the ramal dirty
pages/words in a transaction. This can be expenfkithe
critical data area buffer is large.

V. MICROBENCHMARK

In order to evaluate the performance of each ajgpros
built a microbenchmark. Memory-write operations da
direct impact on the checkpoint performance; hetiee
microbenchmark first allocates a critical data aaed then
performs a number of memory write operations.
transactionalizes each write or a group of writethe CDA
by containing them between checkpoint begin andoatid.

Size of the critical data area (CDA)

Writes-per-page (WPP): Average number of write
operations on a page within a transaction.
Pages-per-transaction (PPT): Average number of
uniqgue pages written to in each transaction
(checkpoint cycle).

Transaction count (Tcount): Total number of
transactions (checkpoint cycles) in the experiment.

Total size of a transaction (Tsize) is defined tees tbtal
number of writes in a transaction which is the icidof
writes-per-page (WPP) and pages-per-transactioh)(PP

Tsize = WPP*PPT.
The results in this section show the time takefayunt =
100000 transactions.

In this section, we assess the impact of the above
éaarameters on the performance of our approaches. Th
evaluation is useful in understanding which appheacare
better fitted to certain types of transactions.e Ekperiments
have been performed with Xen 4.1-unstable. The DomO
kernel was 64-bit Linux 2.6.32-15 and the guesh&kwas
paravirtualized 32-bit Linux 2.6.18-164. Both Donathd
guest kernels were patched with pvops kernel pa{e4é.

A. PT-based approaches

Figure 6 shows the performance of the two pagdimgc
sed approaches (PT and PTxen) with varying PRIT an
WPP. Note that the three runs with different WPRS( and
16) all have the same result for a given approatis is to
be expected since varying the WPP for each approasmo
impact on the performance of the approach. VarttiegPPT
has a direct impact on the performance of the ambroT his
is because page-tracking based approaches inawveanead
each time a page is dirtied for the first time véattransaction.
Once the page is unprotected and written to, tli®reo
additional cost for subsequent writes into the pagence
there is a linear increase in overhead with PPTinmdportant
result from this experiment is that PTxen showsrfaid
improvement in performance, thereby validating
hypervisor-assisted approach.

t

the

PT-based approaches

14
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12
|

— PT(4, 8 16) WPP
== PTXen (4, 8, 16) WPP
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Time in secs

3 4
Pages per Transaction (PPT)

Figure 6: PT vs. PTxen with varying PPT



B. Emulation-based approaches

Figure 7 shows that the emulation-based approagties
impacted mainly by transaction size (WPP*PPT) nathan
individual values of WPP or PPT. This is becausalation-
based approaches emulate every write into a pagé#,the
first write or a subsequent write. So the perforoeadoesn’t
depend on pages modified per transaction but moréhe
total number of writes within a transaction. Thisish
advantages if the transaction has high PPT and\®. If
WPP is low, emulation-based approaches can eliminat
unnecessary page-table manipulations and haveotkatial
to outperform page-tracking based approaches.

Emulation vs Emulxen

—— Emul (4, 8, 16) wpp
Emulxen (4, 8, 16) wpp

30

Time in secs

120
Transaction Size

Figure 7: Emul vs. Emulxen with varying Tsize

Applications with simple operations that have a lkma
number of writes within a transaction, such asdietions,
are a good candidate for emulation-based approaches

As shown in the figure, a comparison between Emdl a
Emulxen shows a fourfold improvement from Emul to
Emulxen, further validating the efficacy of the lypisor-
assisted model.

C. Emulation vs Page-tracking

As discussed earlier, emulation is good for small
transactions or transactions with small number dfes per
page. In this subsection we investigate the break-g@oint
between emulation and page-tracking based apprsache

Figure 8 shows the comparison between emulatioaebas
approaches and page-tracking based approachesnaine
aim of the experiment is to find the optimal partéene@alues
for the two categories of approaches. Figure 8fajvs that
in user-space, below 5 writes-per-page (WPP), dionla
performs better than PT. Figure 8(b) shows that, fo
hypervisor-assisted approaches, Emulxen performigerbe
than PTxen for WPP below 1.3. Beyond these two raumb
the page-tracking based approaches have betterpearice.

The results show that in the user-space, five write
emulations and page faults are equivalent to alesipgge
protection and page fault. Compared to user-spase,c
hypervisor-assisted case shows a much lower brezk-e
point (WPP = 1.3). This illustrates the significaverhead
of page fault handling in user space.
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Figure 8: Emulation vs. Page-tracking

D. Scanxen

As discussed in the earlier sections, Scanxemastly

Time in secs

Time in secs

2.0

1.5

0.5

0.0

dependent on the size of the critical data area main
overhead of Scanxen comes from scanning the pageste
get the dirty bits.

Scanxen vs. PT

Pages per Transaction (PPT)
(a) vs. User-level

Scanxen vs. PTXen

PTXen
40KB
- 80KB
1 -—- 120KB

Pages per Transaction (PPT)

(b) vs. Hypervisor-assisted
Figure 9: Scanxen performance



Figure 9 shows the performance of Scanxen withersp

to PT (Figure 9(a)) and PTxen (Figure 9(b)). Althbumost

One interesting observation from the figure is thvhtle
Emul is better than PT in the user space undanalidation

of the Scanxen overhead comes from scanning the-pag(at least for WPP=4), PTxen is better than EmulxEnis

tables, there is some impact of pages-per-tramsaBPT)
as can be seen from the positive slope of Scarixes in the

two figures. At the end of each transaction, Scanxetracking-based approaches with hypervisor

constructs the list of dirty pages. The work inwamlvin
building the list is proportional to the numberdifty pages

(PPT). The total costcan be expressed with a simple linear

equation;

Based on Figure 9, we find that:

I
where the first term represents the amount of worlbe
done for accumulating the list of dirty pages.

For large critical data areas (e.g., several Mhyths
static cost is dominant, so the first term in thgiaion is
negligible. On the other hand when the criticaladatea is
small (e.g., several tens of Kbytes) the first téwas a bigger
impact on the overall cost.

The two figures show the break-even points for $ean
when compared to the page-tracking based approaglses
compared to PT, Scanxen performs better with highkres
of PPT and for smaller CDAs. In hypervisor-assigtege-
tracking case (PTxen), due to the improved perfocaaof
PTxen, Scanxen cannot outperform it in most casesept
when the CDA is smaller (10s or 100s of Kbytes).

suggests that the gains in moving page protecton t
hypervisor space are especially significant, makpage
assistanc
outperform other techniques.

VI.  WORKLOAD EVALUATION

To evaluate a more realistic workload, we impleradnt
data structures typically used in most applicatiftg. We
studied two cases — (a) where each transactiorahsgle
operation (e.g. an insert or a delete), i.e. Opmersiper-
Transaction (OPT) is 1, and (b) where multiple afiens
were merged into one transaction, specifically GFL

Table 2 gives a list of the data structures impleted.
For each data structure it shows the average nuofbdata
writes and the average number of unique pagesewritt in
a transaction by insert and delete operationshéncase of
OPT=1 the numbers are for a single operation andnwh
OPT=5 it is for five operations. In the workloadpeximent
10000 unique data structure operations were pegdrm
resulting in 10000 transactions for OPT = 1 and2@®0
transactions for OPT=5. As an example, in the cégEVL
tree data structure with OPT=1, each data strudnsert
operation created on average 30.5 writes and oragee.1
unique pages were modified. As expected, the nurober

Although Scanxen can be better in performance fowrite operations increases approximately five tirnesveen

applications with small size CDA and large PPT deantions,
the range of values for which it is better is sabrhat in
the practical case most applications do not fitdtigeria. For

OPT=1 and OPT=5. However, the number of unique page
touched by OPT=5 does not grow linearly with resgec
OPT=1. In fact, in most cases, the number of unigages

most real-world applications, PT and PTxen can lyasi touched is approximately the same. This is becdhse
outperform Scanxen. In this work we will not presen multiple operations within the transaction may toube

additional results on Scanxen.

same pages several times.
Table 2: Data Structures and Operations

E. Summary Data OPT=1 OPT=5
Figure 10 summarizes the performance of the varid Structures ops | Avg. [Avg. | Avg. | Avg.
approaches for a sample case of WPP=4. Overalhote writes | pages | writes | pages
that the hypervisor-assisted approaches are 4-g&@erhin aa (AA-trees) insert | 219] 4.9 1099| 50
performance than user-level approaches. delete| 204] 69 102 8.p
avl (AVL trees) insert 30.5 5.1 152.8 5.1
bin (Binomial queue) insert 27.9 2.0 139.9 2.3
3 dsl insert 10.4 3.1 52.0 3.6
— PTXen hashquad insert 11.3 1.00 56.9 1.6
o | e BT hashsepchain insert 4 1.9 20| 1.9
? e i leftheap (Leftist heap) | insert | 235 3.0 117.8 3.0
2. Searucen ™ _ defete| 340 93 1700| 185
4 gt heap (binary heaps) insert 2.8 2.4 14.3 2.
L. Wi delete 12.5 27 627 4.1
é e . list (Linked list) insert 4 1.0 20 1.0
F o] e delete 1 1 5 1
= s s queue (Queues) insert 3 1.8 15 1.9
° e delete 2 1 10 1]
| T el rb (Red black tree) insert 13.7 46 685 4.9
Y <l splay (Splay trees) insert 20.0 4.7 100.4 5.0
Ly i ‘ : : : : delete 77 3.0 384 6.7
20 40 60 80 100 120 tree (Binary search tree) | insert 720.7 5.4 3603.9 5.6
Transaction Size delete 1.7 1.7] 8.54 4.1

Figure 10: Comparison of approaches

Dsl=Deterministic skip list
Hashquad=Quadratic probing hash
Hashsepchain=Separate chaining hash



A. Performance with OPT=1

Figure 11: Workload performance

Figure 11 shows the performance of some representat
sets of data structure operations from the tablete Nhat
results for all data structures are not shown duspace
constraints and the fact that they were very simtibathe
ones in the figure. For most operations includimg queue,
list, heap, splay and aa shown in the figures,operdnce
improves from PT to Emul to Emulxen to PTxen wiffxEn
being the best in most cases, although there amee so
exceptions. Results for hashquad, bin and tree sthaiv
Emul is more expensive than PT. This is becauseethe
operations have a high write rate (high WPP) anidva
number of unique pages written to (low PPT) inaasaction.
As discussed earlier, page-tracking based appreache
outperform emulation-based approaches for appbicati
with such characteristics. A tree-insert operatias a very
high value of WPP = 720.7/5.4 = 133.4, giving theutation
based approaches a very high overhead.

Comparing insert and delete operation for listsEaul
and Emulxen, we observe that insert operationsnawee
expensive than delete operations. This is becanserti
operations incur more memory writes than deleteaimans.

In general, the overhead of emulation based appesats
proportional to the number of memory writes.
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Figure 12: Speedup from hypervisor-assistance (OPT}

Figure 12 shows the speedup of hypervisor-assisted
approaches compared to their user-level counterpart
Emulxen shows up to 4x speedup (an average spedéd@ip
across data structures) and PTxen shows a speédypto
13x (an average speedup of 11.4 across all datetstes).

B. Transaction aggregation (OPT=5)

As shown in Table 2, aggregating operations toterea
bigger transactions increases the number of wlibesrly.
However, the number of unique pages modified by the
operations remains unchanged in most cases. Theceuse
most of the operations modify data on the samefggages.
This implies that aggregating operations to crdatger
transactions should benefit page-tracking basedoappes,
because of their heavy dependence on PPT. Emuladieed
approaches which are independent of PPT, but depéid



WPP, will have the same performance as before.hin t
subsection we evaluate bigger transactions whefle=6P

Figure 13: Data structure performance with OPT=5

Figure 14: Speedup with hypervisor assistance (OP B3}

Figure 14 shows the speedup of hypervisor assisted
approaches over their user-level counterparts for€%. As
expected, the results are similar to the case d=QRBhown
in Figure 12. This is because both PT and PTxenaget
improvement of 5 times with transaction aggregation
making their relative performance same as in thee aaf
OPT=1. Emulxen shows a speedup of up to 4 timeks an
PTxen shows a speedup of up to 13 times over thssir-
level counterparts.

C. Data Processing Overhead

At the end of the checkpoint cycle, the modifieddis
of critical data area need to be either stored isk ar
transferred to the backup machine over a netwodgeP
tracking and emulation-based techniques have taegs
different amounts of data. In our experiments rigmbhere,
we consider the case where OPT=1. Transaction gajipe,
as noted earlier, would give better performanae, (lower
data processing overhead) for page tracking-based
approaches.

As shown in Figure 13, in most cases, the userl leve

implementation of the page tracking based apprd&d
surpasses the performance of emulation-based esar-|
approach (Emul). This is in contrast to Figure there
Emul out-performed PT in a large number of cadeswig
the effect of decreased PPT on the performanceagép
tracking based approaches.
graphs in Figure 13 for page-tracking based apemc

show a speedup of five times, whereas emulatiorecbas

approaches do not show any difference in performanc

As compared to Figlre 1

Figure 15: Amount of data processed: Page-tracking



Figure 16: Amount of data processed: Emulation

we see that the results of SectighA are still valid: in
effect, PTxen has overall the best performance. eMor
importantly, the hypervisor-assisted approaches are
significantly better than the user-space approaches

Figure 15 and Figure 16 show the amount of data tha

each technique handles. The amount of data pratdsse

page-tracking based approaches is of the ordel00$ bf
MB. In contrast, for emulation-based approachesnivst
cases the data to be processed is less than 2M@ {ht in
case of tree-insert, the value of 56MB is too lamehow in
scale.)

Figure 17: Total time for each approach

It is instructive to compare the overall improveméan
performance due to hypervisor-assistance, takingnang

Typical implementations do not have the main prscescopy overhead also into account. This is showniguirie 18.

handle the data processing. The job of writing isk cor

copying over to the backup is typically done by taeo

thread or helper process. In multi-core machines,helper
process can run in parallel on an additional CPté.dm this

case, the main process just copies the data (datyes or
changed bytes) into a shared buffer. The helparga®runs
in parallel without stalling the main process. iilstcase, the
only additional overhead incurred by the main aggion is

in copying the modified data to the helper proceRse

helper process can either save the modified daits, as can
do further processing on
computation for page-tracking based approachegnpat
data compression, encryption for security). In thak, we
focus on and evaluate the overhead incurred bynthin
application (namely, the cost of a memory copy).

In the case of page-tracking based approachesndie
application incurs the overhead of copying the rfiedi
pages to the helper process. Since it does not tkaek of
changes made within the page, it needs to copglithepage
as a whole to the helper. In contrast, the emulatimsed

We observe that PTxen improves in performance Bieby
approximately a factor of 8, while Emulxen improwasger
Emul by approximately a factor of 4. This is aldittower
than the improvements seen in Figure 12 due tedhstant
overhead of memory copy. Transaction aggregatiog.,(e
OPT=5) will clearly increase the benefits of PTxemr PT,
since page reuse within a larger transaction wifluce the
amount of data copied.

the data (e.g. difference

approaches keep track of modifications at the word

granularity, so the application in this case ndedpy only
the modified words to the helper.

Figure 17 showgotal time spent (time for the 10,000

operations and the data copy to the helper prodssshach
approach, again for the case where OPT=1. We hateirt
most cases, emulation-based approaches take EsSths

(average < 1ms) whereas page-tracking based ap@m®ac

have a higher overhead in time ranging from 10m30ims.
However, when we look at the total time metric igufe 17,

Figure 18: Net speedup of hypervisor-assisted oveser
space approaches



VII.

In this paper,
checkpointing in virtualized environments. We idfed the
root cause of the performance bottleneck of apiitica
checkpointing under virtualization.
bottleneck, we introduced the notion of hyperviassisted
application checkpointing. Our approach implemekey
primitives for application checkpointing within
hypervisor. Additionally, our approach introduche notion
of direct and secure application-to-hypervisor riadtion
allowing deployment with no changes to the guestrating

CONCLUSION

the

(8]

we discussed application-assisted

To overcome sthi [€]

(20]

system. Our techniques can also be applied to noril]

virtualized environments by incorporating them itihe OS
instead of the hypervisor.

We have designed and implemented a family oft?

application checkpointing techniques. Our techniqaee

very lightweight and can be implemented with minima

code; e.g. our prototype for the Xen hypervisoreatld few
hundred lines of code totaling about 0.2% of thpenyisor
code. We have introduced emulation-based techgithe
are useful for small transactions. Page trackingr@aches
with hypervisor assistance show the best resultnfizoed to
user-space implementations, our
application checkpointing shows impressive perforoea

(23]

(14]

hypervisor-assisteld®!

gains of 4x~10x based on microbenchmark results anHG]

4x~13x based on results from our workload evalmatio
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